Victor Valley Wastewater Effective Date:
Reclamation Authority July 1, 2026

IT/OT TECHNICIAN

Salary Range: 54
FLSA: Non-Exempt

Class specifications are intended to present a descriptive list of the range of duties performed by employees
in the class. Specifications are not intended to reflect all duties performed within the job.

SUMMARY DESCRIPTION

Under general supervision, performs a variety of technical duties in support of the Authority's information
system; provides technical support to users; troubleshoots hardware and software problems associated
with network computers and related equipment; installs hardware equipment and software applications;
and performs related work as required. Reports to the Director of Engineering & Environmental Compliance
or designee.

REPRESENTATIVE DUTIES

The following duties are typical for this classification. Incumbents may not perform all of the listed duties
and/or may be required to perform additional or different duties from those set forth below to address
business needs and changing business practices.

e Install, configure, maintain, and optimize networked, local or cloud database applications, and
troubleshoot and resolve related data management issues.

e Maintain servers and their associated operating systems and software. Working technical knowledge
of networking and PC Windows Server and Client operating systems,.

e Perform on-site analysis, diagnosis, and resolution of computer systems, identify problems, and
implement corrective hardware and software solutions.

o Installs and supports new hardware and new and/or upgraded versions of software applications.

o Performs routine tasks of local area network (LAN) and wide area network (WAN) administration;
establishes a computer maintenance schedule; performs minor maintenance and servicing on
computer hardware.

e Perform basic low-voltage wiring and installation work, demonstrating knowledge of electronics, wiring
principles, devices, and interpreting schematics and technical drawings.

e Install, upgrade, and maintain operating systems and associated software for plant operations,

maintenance, and financial management/accounting/administration PC’s.

Maintain a clean and safe work area and adhere to all safety requirements.

Communicate effectively and establish and maintain effective working relationships with others.

Proficient in PLC ladder logic design and programming software applications.

Knowledge in network setup and TCP-IP communication.

Knowledge in Geographical Information Systems (GIS) and ESRI Products.

Working knowledge in SCADA Controls Systems and human-machine interface (HMI) software.

Working knowledge in programming and maintaining supervisory control and data acquisition (SCADA)

software, including PLC ladder logic, radio telemetry, HMI interface, SQL and/or third-party database

extraction software, and report generating software such as Excel.

e Employee must perform any other tasks or functions deemed necessary or assigned to the daily
operations of VVWRA.

¢ Communicate effectively and establish and maintain effective working relationships with others.

e May be required to work outside of normal business hours, including evenings or weekends, as
operational needs require
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Employees are considered disaster service workers as defined by the California Government Code and
may be required to respond to emergencies that impact public health, safety, or the Authority’s
operations. This includes call-back, extended work hours, and assignment to emergency duties as
needed.

QUALIFICATIONS

The following generally describes the knowledge and ability required to enter the job and/or be learned
within a short period of time in order to successfully perform the assigned duties.

Knowledge of:

Applications and functions of computer hardware, software, and peripheral devices.

Operational characteristics, services, and activities of an Information Systems program.

Theory and design of Information Technology.

Principles of database management and systems development.

Windows, LINUX/UNIX operating systems; LAN/WAN design and support, routers, and switches.
Computer and peripheral equipment maintenance methods and procedures.

Occupational hazards and standard safety practices necessary in the area of computer operations.
Technical report writing practices and procedures.

Principles and procedures of record keeping.

Modern office practices, methods, and computer equipment.

Computer applications related to work.

English usage, grammar, spelling, vocabulary, and punctuation.

Techniques for providing a high level of customer service to Authority staff, in person and over the
telephone.

Ability to:

Must adhere to all VVWRA Personnel Rules and Regulations and behave in a manner in accordance
with the VVWRA Core Values.

Pay attention to detail

Have Analytical and problem-solving abilities

Have a strong customer service orientation

Have Experience working in a team-oriented, collaborative environment.

Work after hours and weekends as necessary

Conduct research into networking issues and products as required.

Communicate effectively orally and in writing.

Effectively prioritize and execute tasks in a high-pressure environment.

Create and revise a database, run queries, set up tables, and generate reports.

Frequently stand, walk, climb, or balance, stoop, kneel, crouch, or crawl to operate equipment located
in tight quarters and participate in confined space entry and exit procedures, including rescues.

Work after hours and weekends as necessary.

Work without constant supervision for extended periods of time.

Carry a company-issued communication device at all times while on duty.

Obtain and maintain all equipment and safety certifications required for the role.
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EDUCATION AND EXPERIENCE

Any combination of education and experience that would likely provide the required knowledge and abilities
is qualifying. A typical way to obtain knowledge and abilities would be:

e Graduation from an accredited college or technical school with an Associate of Science degree in
computer technology or a related field is required. A bachelor’s degree in computer science or a related
discipline is preferred.

e Atleast (3) three years of responsible experience in end-user support.

e Must possess a valid California Class C driver's license CompTIA A+ certification is required; a
combination of relevant IT education and experience may be considered in lieu of the certification.
CompTIA Network+ and/or ISA CCST Level 1 certifications are preferred.

PHYSICAL DEMANDS AND WORKING ENVIRONMENT

The conditions herein are representative of those that must be met by an employee to successfully perform
the essential functions of this job. Reasonable accommodation may be made to enable individuals with
disabilities to perform the essential job functions.

Environment:

Incumbents require sufficient physical ability to work in an office setting; stand or sit for prolonged periods
of time; frequently lift and/or move up to 50 pounds and occasionally lift and/or move up to 100 pounds with
assistance; operate assigned equipment and vehicles including SCBA.

Physical:

Incumbents require sufficient physical ability to work in an office setting; stand or sit for prolonged periods
of time; frequently lift and/or move up to 50 pounds and occasionally lift and/or move up to 100 pounds with
assistance; operate assigned equipment and vehicles including SCBA.

Vision:
See in the normal visual range with or without correction; vision sufficient to read computer screens and
printed documents; and to operate assigned equipment

Hearing:
Hear in the normal audio range with or without correction

VVWRA is an equal opportunity employer. All applicants will be considered for employment without
attention to race, color, religion, sex, sexual orientation, gender identity, national origin, veteran status,
disability status, or any other protected classification.
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